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Abstract—The vulnerability of wireless networks to selfish
and misbehaving nodes is a well known problem. The Tit-
For-Tat (TFT) strategy has been proposed as a game theoretic
solution to the problem, however the TFT suffers from a deadlock
vulnerability. We present a modified TFT algorithm, the Resilient
Tit-For-Tat (RTFT) algorithm in which we introduce the concept
of alternative strategies to complement the default strategy. This
combination enables us to model a non-cooperative game in which
nodes are able change their strategies in order to maximize their
utilities in selfish and misbehaviour scenarios. We demonstrate
the viability of our proposal through the use of simulations.
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I. INTRODUCTION

The Tit-For-Tat (TFT) strategy was first introduced by
Anatol Rapoport in Robert Axelrod’s two tournaments, held
around 1980 [1]. Notably, it was the best, the simplest, and
the most successful strategy in both tournaments. It is a
strategy in which each participant in an iterated prisoner’s
dilemma game, will first cooperate and then follow a course
of action consistent with their opponent’s previous action. The
TFT algorithm consist of two statements only: first cooperate
(irrespective of the strategy the opponent might play), and then
reciprocate the last strategy played by the opponent, (i.e return
cooperative strategy for cooperative and uncooperative strategy
for uncooperative strategy). The TFT strategy is effective for
several reasons: the strategy is simple, transparent, provocable,
and also forgiving as discussed in [2], [3].

Although Robert Axelrod proved empirically, that the TFT
strategy is optimal for most non-cooperative games, other
researchers have shown that agents playing the normal form
of TFT still remain vulnerable [3], [4]. This is because occa-
sional mistakes between TFT players can cause an indefinite
exchange of retaliation. In a TFT strategy, a misinterpretation
of a player’s action can lead to a deadlock situation in which
each player repeatedly punishes an opponent who continues to
attack, despite being punished in every game cycle. A number
of modifications to the TFT have been proposed as solutions
to this problem. The most prominent of these is the Generous
TFT (GTFT) [4].

Although many researchers have proposed diverse solutions
to the problem of selfishness and misbehaviour in the Dis-
tributed Coordination Function (DCF) mechanisms of IEEE

802.11 MAC protocol, the authors of [5] and [6] demon-
strated that the problem remains unsolved. It is a well known
fact that the Carrier Sense Multiple Access with Collision
Avoidance (CSMA/CA) mechanism of the DCF works well
if all nodes follow the predefined rules (i.e cooperate by
playing the predefined or default strategy), but as discussed
in [7]–[9], violating the protocol rules (i.e defect by playing
cheating strategies) promises greater rewards (Utility). From
the perspective of rationality, all nodes will play their Best
Response Strategy (BRS) (i.e the most rewarding) at any given
time, given whatever strategies the others might take. Players
choose their strategies autonomously and are not bound by any
inter-player agreements except for self-enforceable ones and
consequently all players, being rational, may choose to defect
in order to maximize their individuals utilities. This leads us
to the question of what happens if all the players decide to
violate the protocol individually for such selfish reasons.

Many researchers have tried to provide answers to this
question in the past. According to Cagalj et al in [8], the
network performance may suffer, leading to a phenomenon
referred to as the tragedy of the commons: a situation in which
individuals, acting independently and rationally according to
their own self-interest, behave contrary to the group’s long-
term best interests [2]. In contrast, the authors of [3], [4],
[10], [11], all agree that there would be no such performance
problem, but rather, the network will operate at optimal level,
provided the nodes play TFT strategy. As good as this may
sound, the TFT strategy has a deadlock vulnerability in which
each player can get locked into a retaliation process of respond-
ing to the perceived non-cooperative strategies being played
by other players as discussed in [3], [4]. For this reason, we
modified the TFT strategy, producing the RTFT strategy with
Exit and use it to stimulate cooperation for the common good
of all the playing nodes.

A. Motivation

As discussed above, the authors of the works in [3],
[4], [10], [11], in contrary to popular opinion but based on
experimental results, concur that the selfishness of all nodes
in a wireless network will not necessarily lead to the collapse
of the communication protocol, provided that a significant
number of the nodes play the TFT strategy. Interestingly, the
authors of the said work [3], [4], [10], [11] also agree that TFT
can be used to enforce cooperation in a selfish or misbehaviour
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environment. However, very little was said about the deadlock
vulnerability associated with TFT which is a problem and,
needs a solution. This motivate our decision to study the TFT
strategy further and then modify it as a solution to the problem
of MAC layer misbehaviour in a Wireless LAN. We, therefore
repackage the TFT algorithm and present the Resilient TFT,
(RTFT) with Exit as a solution to the problem of MAC layer
misbehaviour in IEEE 802.11 DCF.

II. THE RESILIENT TIT FOR TAT (RTFT) SCHEME

A. The Assumptions

At initial state S0, suppose we consider N wireless nodes
in our scenario and in order to avoid the complexity of hidden
terminals and exposed terminals, we assume that all nodes are
within the same transmission range and so hear one another
and that the MAC protocol uses the CSMA/CA mechanism
to resolve contention at the MAC layer as discussed in [3],
[4], [10], [11]. Let us also assume that each node has a unique
MAC address, and is static and always has packets (of the same
size) to send (i.e saturated nodes) and can choose to Cooperate
(C) or Defect (D) from the protocol rules. In addition, let
us suppose K nodes out of the N nodes are selfish and so
defect (D) by deliberately deviating from the IEEE 802.11
MAC protocol specification while (N-K) nodes cooperate (C)
and obey the rules. With these realistic assumptions, we now
discuss our RTFT strategy as a solution concept to this non-
cooperative game.

In our scenario, both selfish and normal nodes are players
in the game, we describe the utility Ui, of a player as its benefit
or payoff which is data transmitted in megabits per second per
joule (mbps/joule) or the reward for transmission which we
denote as the throughput gained (in mbps) per energy used (in
joules). Similarly, we describe the strategy of each player as
setting the value of its contention window wi or its back-off bi
such that the player’s utility Ui, is maximized. While we focus
primarily on contention windows, in this presentation, the same
principle can be applied to back-off. Since we assume that the
objective of a selfish node is to maximize its throughput (i.e
rationality behaviour) and that it always has a packet to send
(i.e saturated node), it will tend to use the full channel capacity
(i.e., the system will operate at the saturation point).

B. The Model and the Strategies

The Figure 1 above shows the transition between the
various states of the RTFT strategy. The RTFT mechanism
depends on the formulation of a strategy list S0, S1, S2, ..., Sn

and their corresponding dynamic equilibria E0, E1, E2, ..., En.
We denote the ordered pair (S0, E0) as the default strategy
and equilibrium pair that maximize the utility of all nodes
in the normal operation of the DCF of IEEE 802.11 MAC
protocol and the alternative strategies and their equilibria as
ordered pairs (S1, E1), (S2, E2), ..., (Sn, En). These represent
possible deviations from the normal DCF mechanism and their
corresponding alternative equilibria points. At the normal state
S1 in the absence of a misbehaving or selfish node, all nodes
will be playing the default strategy as in (S0, E0) which is
Pareto efficient or Pareto optima, (a state of allocation of
resources in which it is impossible to make any one individual
better off without making at least one individual worse off).

Fig. 1: RTFT Game States.

Suppose a node or a group of nodes, as the case may
be, now behaves selfishly, the effect will be felt by every
node in the sense that this will lower their utilities (i.e their
throughput) which will be evident in failed communication
attempts. Whenever a node experiences this communication
problem, it will infer that some misbehaviour nodes are at
work. In any non-cooperative game scenario of this nature,
the node has 2 options: back-off to allow the selfish node(s)
to have their way and hence suffer more decline in utility or
compete with them to restore its declining utility. Traditionally,
the former was preferred in order to preserve the protocol, but
we choose to model the latter since it has been proven that
retaliatory response will not necessarily lead to the collapse of
the communication protocol [3], [4], [10], [11].

Therefore the offended node will initiate a retaliatory effort
in order to regain its lost utility and this will change the
game and move its state from the normal state S1 to the
misbehaviour state S2. The node will initiate the RTFT strategy
by progressively incrementing k, an integer representing the
number of failed communication attempts and using the value
of k to recompute the contention window CW to be used
for channel access. Initially k = 0, then k = k + 1 and
CW = CW0/k, up to a threshold value n, i.e k = 1, 2...n.
This gives rise to CW1 = CW0/1, CW2 = CW0/2, ...,
CWn = CW0/n. When a threshold n is reached the variable
k is decremented progressively back to 1 and the CW is
recalculated for each value of k until it returned to 1; i.e
CW0/n, CW0/(n− 1), ..., CW0/1.

In response to perceived misbehaviour, the node(s) will cy-
cle through (i.e testing) the alternative strategies to discover the
one that works and then make use of it for a temporary period
of time t, which is the part of the optimization parameters
for the alternative strategies. It will then return to the default
strategy. In order words, it will return to cooperating mode
by obeying the rules and using the standard communication
parameters. It will continue using the default strategy provided
the default strategy yields the expected utility, otherwise it will
repeat the process of searching for an alternative strategy that
will yield the expected utility (i.e resume defection). All nodes
will adopt the same approach to a perceived misbehaviour,
however, the node’s experience leading to the conclusion that
there is a possibility of ongoing misbehaviour activities is spe-
cific to each node, and may not be applicable to neighbouring



nodes, hence one node’s experience leading to a change in
strategy may not necessarily lead to a change in strategy of
other neighbouring nodes. It is a case of an individual reaction
to a detected problem in order to take care of itself.

The alternative strategies S1, S2, ..., Sn are optimized self-
ish strategies compared to the normal strategy S0, but are
legitimate and made available to all nodes for use for the
purpose of retaliation whenever the default strategy fails, so
that no node is at a disadvantage simply because there is no
alternative strategy to play, neither will they experience unfair-
ness when they can switch to any other profitable alternative
strategies whenever the default strategy fails to yield the desire
utility. The mechanism is a learning principle of ’win-stay,
lose-shift’. After the retaliatory process is started, the node
will return to the default strategy after using an alternative
strategy for the optimized time limit t, for fairness reasons, and
thus prevent the potential channel capture effect. In addition,
this mechanism will also serve as an Exit strategy, in order
to prevent the deadlock vulnerability of the normal TFT, thus
retuning the system to ab initio. This implies that at any point
in time, a node can either be in a normal state or in any of
the strategic (retaliatory) states. In the normal state the node
cooperates, but switches to strategic mode when it suffers loss
of utility. On the other hand, a node in any of the strategic
states remained there for a pre-set optimized time t and then
return to the normal state which is the cooperative mode.

In our RTFT, a node need not to change its strategy from
the default strategy to any of the alternative strategies unless it
suffers a decline in utility, since there is no need for retaliation
where there is no provocation, hence such action will constitute
a misbehaviour in itself. However, we acknowledge that a
selfish node can deliberately change its strategy when there
is no need to do so and our model will take care of this by
ensuring that the other nodes who suffer a decline in utility
as a result of such misbehaviour are able to respond with
a proportionate change of strategy using RTFT in order to
improves their own utility.

To the best of our knowledge, this strategy is new, and
as far as we are aware, it has never been proposed or used
by anyone in relation to the wireless MAC protocol. We
coined the name Resilient Tit-For-Tat (RTFT) for it since it
enables the MAC protocol to react adaptively to misbehaviour
scenarios. We denote resiliency as the capacity of a system to
anticipate and manage risk effectively by reacting intelligently
to it through appropriate adaptation to its functionalities. In
order words, a system is resilient if it can adapt to internal
and external challenges by changing its method of operations
while it continues to perform its function.

So in our design, the model works as a standard MAC
protocol under normal condition when all nodes are cooperat-
ing by obeying the rules. However, whenever a misbehaviour
scenario is detected by one or more nodes, the RTFT algorithm
kicks in to provide the resilient mechanism, as the nodes react
intelligently to this perceived misbehaviour, by selecting their
BRS individually in order to raise their game. At the same
time, the Exit strategy moderate the game by providing the
Exit mechanism thus preventing deadlock and preserving the
protocol. Thus, the combination of these mechanisms provides
the dynamism, the stability, and hence the desire security to
the MAC protocol.

III. ANALYSIS OF THE PROPOSED SCHEME

A. Contention Window

Suppose we denote the contention window and channel ac-
cess probability of a node as w, pi respectively, then according
to [7] the channel access equation can be written as:

pi = 2/(w + 1) (1)

This implies that the higher the contention window w, the
lower the channel access probability pi.

B. The Throughput

If we denote the throughput of the wireless network as T ,
then according to the Shannon equation [7] the raw throughput
T can be expressed as:

T = B log2(1 + SNR) (2)

where B is the available spectrum bandwidth and SNR is the
Signal-to-Noise Ratio which according to [7], can be expressed
as:

SNR = qg/σ2 (3)

where q is the transmitted power, g is the path gain from
the sending node to the receiver and σ is the Additive white
Gaussian Noise (AWGN) power at the receiver.

C. The Power Consumed

The power P across a wireless node can be expressed as
the product of the input voltage Vn and input current In across
the node, according to [12].

P (t) = Vn(t)In(t) (4)

In order to derive an expression for the value of current and
voltage, suppose we connect a known resistor R in series with
the node, the input current Ir can be expressed as the ratio of
voltage across the resistor with respect to time vr to the value
of resistor R. If we denote the mean (average value) of several
readings of vr using a meter as v̄r then:

In = Ir =
v̄r
R

(5)

substituting (5) in (4) gives:

P = Vn
v̄r
R

(6)

Total energy consumed over an interval of time (t1− t0) is the
summation of power in the time interval and can be written
as:

Et0...t1 =
Vnv̄r
R

∫ t1

t0

dt (7)

which can be rewritten as:

Et0...t1 =
Vn
R
v̄r(t1 − t0) (8)

Similarly, according to [12], the idle power consumption of a
wireless network interface is constant and can be expressed as:

Pidle =
Vn
R
vr(idle) (9)



And over a period of time, say (t1 − t0) this becomes:

Eidle =
Vn
R
vr(idle)(t1 − t0) (10)

The energy expended in transmitting is the summation of
the total energy consumed minus the constant idle power
consumption. Therefore the energy consumed in transmitting
such packet can be estimated by subtracting (10) from (8) as:
Etrans = Et0...t1 − Eidle, which on simplifying gives:

Etrans = (t1 − t0)(v̄r − vidle)
Vn
R

(11)

D. The Utility

We assume a non-cooperative game in which players make
decisions rationally and independently either simultaneously or
sequentially but without knowing the decision of other players.
However being fully aware that all nodes are competing
for the same medium, the strategy of each node (player) is
the selection of contention window size so as to win the
competition after losing it in the previous three consecutive
attempts. The utility function can be described as the pay-off
or benefit derived from successful channel access. And so if
we denote the probability of successful channel access of node
i as pi, the utility function of a player, Ui can be defined as
throughput gained per energy used:

Ui =
piT

Etrans
(12)

For N number of nodes, we suppose one node is successful
with this probability, pi = 2/(w + 1), according to (1) and
since only one node can transmit at any given time, the other
(N − 1) nodes will fail with the probability: p−i = (w−1)N−1

(w−1)N−1

[3], where N is the number of nodes in the network, and p−i

and w−i denote the access probability and contention window
size of remaining N − 1 nodes, respectively. By substituting
the value of pi for successful node in (12), we have:

Ui =
2T

Etrans

1

(w + 1)
(13)

Earlier on, we assumed all nodes are rational and that the
goal of each one is to maximize it utility regardless of the
strategies that the other nodes may be playing. This involves
optimization of the above utility equation, i.e

max(Ui) = max(
2T

Etrans

1

(w + 1)
) (14)

which can be symbolised as:

argmax(Ui(wi, w−i)), for all i ∈ N, (15)

Therefore, given any strategies combinations that may be
played by all other nodes, denoted as w−i, the utility of each
node depends on its own strategies which in this case, refers
to values of its contention window wi setting.

Theorem 1: Existence of NE
In game theory, Nash Equilibrium (NE) is a solution concept

Fig. 2: Utility vs Contention 3-D Visualization Graph.

of a game involving two or more players and it refers to the
game state in which no player has anything to gain by changing
only its own strategy unilaterally. That is, at the NE point, no
nodes can improve its own utility level by making individual
changes to its contention window in our own scenario. As
a step towards a solution concept, we need to check for the
existence of such a critical point in our equation, i.e a local
maximum of the function which is a point inside the domain
in which the function takes a value greater than its value in its
neighbours.

In order to prove the existence of such point, we plot a
3-D visualization graph of the utility Ui (mbps/j) against the
contention window w (s) using (13) which show a spike at the
critical point as indicated in Figure 2, hence ∃ an NE solution.

If we denote the contention window and utility at
such NE as wi∗ and Ui∗ respectively, then symboli-
cally, max(Ui(wi, w−i)),∀ i ∈ N becomes (U∗i =
f(w∗i, w∗−i)),∀ i ∈ N which refers to the utility equation
at NE.

IV. SIMULATION AND EVALUATION

A. Simulation Process

Our simulation set up consists of N numbers of nodes
located within the same area in such a way that they can hear
each other. For optimal run we set N to be 100 in the parameter
list. These N number of nodes were classified into four groups
according to the strategies of play:
Co-operators: These refer to the nodes that cooperate and play
by the standard rules of IEEE 802.11 DCF in their selection
of contention window.
Cheaters: These refer to the nodes that defect randomly from
the standard rules of IEEE 802.11 DCF in their selection of
contention window.
TFT Players: These refer to the nodes that deviate from the
standard rules of IEEE 802.11 DCF by playing the normal Tit-
for-Tat strategy in their selection of contention window.
RTFT Players: These refer to the nodes that deviate from the
standard rules of IEEE 802.11 DCF by playing our strategy,
Resilient Tit-for-Tat, in their selection of contention window.

This was to compare the performance of these 3 major
strategies of play with our RTFT. We simulated a wireless



Fig. 3: 4-Players Game Throughput for 100 rounds.

Fig. 4: 4-Players Game Throughput for 200 rounds.

Fig. 5: 4-Players Game Throughput for 700 rounds.

environment which is typically a misbehaviour or selfish en-
vironment consisting of different varieties of nodes, with each
node playing independently selected strategy from the 4 listed
strategies, so as to maximize its utility. Their combined utilities
and packet loss are represented in the simulation graphs as
shown above. The simulation was started with 100 rounds of
game cycle, and then repeated for 200 rounds and also for 700
rounds and the resulting output is as shown in Figure 3 - 8.

In all cases of the simulation run, the selection of strategy
for each node is totally random and is assigned at the sim-

Fig. 6: 4-Players Game Packet Loss for 100 rounds.

Fig. 7: 4-Players Game Packet Loss for 200 rounds.

Fig. 8: 4-Players Game Packet Loss for 700 rounds.

ulation run time and hence has no effect on the simulation
results. That is to say, a node that played RTFT in the first
run may end up playing a cheater, a co-operator or a TFT in
the subsequent rounds and so the number of nodes playing
a particular strategy has no effect on the success or failure
of that strategy. Similarly, the location of each node within
the wireless space are totally random and has no effect on the
simulation result. The performance of each group is aggregated
base on the number of players in each group so that none of the
group has any advantage over the other except for the strategy



being played by the group.

The graphs of throughput (Aggregated values) for the 4
groups against the time for 3 runs are as shown in Figures 3,
4, 5 and the result shows that the throughput is highest for
RTFT players in the first 2 runs of the simulation. Similarly,
the graph of packet loss (Aggregated values) are as shown in
Figures 6, 7, 8, for these 4 groups of node to corroborate the
throughput graphs, hence the two set of graphs complement
one another by showing that RTFT yield more throughput and
less packet loss than the 3 other strategies for the first 2 runs.
However, as the numbers of game cycle increases, cooperative
strategy becomes the most profitable as shown in Figure 5 and
8.

B. Result Analysis and Evaluation

In our RTFT strategic solution, the NE is dynamic and
involves the provision of equilibria positions in which no
player can continuously increase its utility by unilaterally
changing its strategy. In such positions, if a node tries to
change its strategy, other nodes will detect it and follows suit
to neutralise the effect of such change in strategy. With this
mechanism in place, playing nodes will always push the game
to equilibria positions which will keep on changing depending
on the strategy being played by other nodes.

As an illustration, suppose the game is in a Nash equilib-
rium position E0, and a node is highly motivated by greed so
as to change its strategy from S0, others nodes will notice the
effect in their utilities and change their strategies accordingly
and this will push the game to a new equilibrium say, E1 and
the process continues endlessly with each node cycling through
the strategy space to identify its BRS to whatever strategies
the other nodes might be playing at that point in time.

In addition, suppose [s0, s1, s2, ..., sn] denotes the multi-
strategy space accessible to all the nodes. The rationale behind
the RTFT mechanism is that, since random access networks
are dynamic environments, all nodes need to be flexible and
adaptive in the selection of their strategy of play from the
strategy space, if the network is to perform optimally. The
opposite of this will be a static game with rigid strategy and
no provision for change of strategy.

Furthermore, it can be observed from Figure 3, that at short
run of the game, i.e rounds 100, the cooperative players suffers
massive loss of utility, while RTFT players prospers tremen-
dously. However, as the numbers of rounds of play increases,
the utility for cooperative players gradually increases, while
the utility for the other 3 set of players gradually decreases.
This trend continues as indicated in Figure 4, and by the time
the simulation gets to 700 rounds of the game, as in Figure
5, cooperative strategy provides the highest utility and hence
becomes the most profitable strategy. Therefore, not only did
the RTFT strategy produce the desired effect of better utility
for players in the shot run, it also motivate nodes to play the
much desired cooperative strategy at the long run, which is
our objective, hence it is a win-win strategy.

V. CONCLUSION

We demonstrated that the IEEE 802.11 MAC protocol
could be made more resilient and secured by modelling the

protocol as a game with nodes as the players with the capability
to use RTFT algorithm in their selection of a strategy of
play from the list of alternative strategies which is based on
contention window.

We concluded that it is possible to implement a strategy
that will make misbehaviour unattractive through the use of
disincentives schemes or equilibria motivation strategy like the
RTFT, which will render the misbehaviour strategies unattrac-
tive, ineffective, less rewarding and, hence less tempting at
the long run, since the other nodes are capable of switching to
alternative strategies in order to neutralise any misbehaviour
effect.

Finally, this will ensure that the much desired collaboration
between primitive and sophisticated users can become techni-
cally feasible, in a non-cooperative and adversarial environ-
ment like a wireless LAN.
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